XYZ Water System Risk Assessment

	Threat #
	Threat Name
	Probability of Occurrence (P)
	Severity of Consequence (C)
	Effectiveness of Deterrents (E)
	Relative 

Risk (R=PxCxE)

	1
	Spill – Surface Water Source
	1
	2
	3
	6

	2
	Power Loss – Intake Station 1
	2
	2
	2
	8

	3
	Power Loss – Treatment Plant 2
	3
	3
	2
	18

	4
	Vandalism – Surface Water Source
	1
	2
	3
	6

	5
	Sabotage – Surface Water Source
	1
	2
	3
	6

	6
	Terrorism – Surface Water Source
	1
	3
	3
	9

	7
	Natural Disaster – Surface Water Source
	1
	1
	3
	3

	8
	Spill – Well 1
	1
	1
	2
	2

	9
	Power Loss – Well 1
	1
	1
	2
	2

	10
	Vandalism – Well 1
	1
	1
	2
	2

	11
	Sabotage – Well 1
	1
	1
	2
	2

	12
	Terrorism – Well 1
	1
	1
	2
	2

	13
	Natural Disaster – Well 1
	1
	1
	3
	3

	14
	Spill – Well 2
	1
	1
	3
	3

	15
	Power Loss – Well 2
	2
	1
	2
	4

	16
	Vandalism – Well 2
	2
	1
	2
	4

	17
	Sabotage – Well 2
	1
	1
	2
	2

	18
	Terrorism – Well 2
	1
	1
	2
	2

	19
	Natural Disaster – Well 2
	1
	1
	3
	3

	20
	
	
	
	
	

	21
	
	
	
	
	

	22
	
	
	
	
	

	23
	
	
	
	
	

	24
	
	
	
	
	

	25
	
	
	
	
	

	26
	
	
	
	
	

	27
	
	
	
	
	

	28
	
	
	
	
	

	29
	
	
	
	
	

	30
	
	
	
	
	

	31
	
	
	
	
	

	32
	
	
	
	
	

	33
	
	
	
	
	

	34
	
	
	
	
	

	35
	
	
	
	
	


	SUGGESTED FACTORS FOR P, E, AND C



	Probability of Occurrence (P)

Not likely to happen

1
Not likely but possible

2
Could happen and is likely

3

Likely (has happened) 

4

Consequence of Action (C)

Low



1

Medium



2

High



3
	Effectiveness of Deterrents (E)

Highly Effective            

1

Moderately Effective     

2


Ineffective
         

3



XYZ Water System:  Inventory of System Critical Components

	Component
	Number & Location (if applicable)
	Description
	Critical Asset

or

Single Point of Failure (H/M/L)

	Source Water Type
	
	
	

	Ground Water
	2
	Well 1, well 2
	L

	Surface Water
	2
	Intake 1, intake 2
	M

	Treatment Plant
	
	
	

	Buildings
	3
	3 Treatment plants
	M

	Pumps
	6
	3 raw water pumps, 3 clear water pumps
	H

	Treatment Equipment 

(e.g.; basin, clear well, filter)


	1
	Flocculation/sedimentation basin
	M

	Process Controls
	1
	Filter system
	M

	
	1
	Clear well
	M

	
	1 set
	Monitoring charts in building
	M

	Treatment Chemicals and Storage
	1,000 gal and 2 1-ton cylinders of  anhydrous ammonia
	Aluminum sulfate, chlorine gas, and ammonia
	M

	Laboratory Chemicals and Storage
	25 lbs total
	Various test reagents
	M

	Storage
	
	
	

	Storage Tanks
	1
	Ground level tank
	M

	Pressure Tanks
	0
	
	NA

	Power
	
	
	

	Primary Power
	1
	PGE
	M

	Auxiliary Power
	0
	
	NA

	Distribution System
	
	
	

	Pumps
	1 
	Pump to tank
	H

	Pipes
	50 miles
	40 miles of distribution (mostly 6 inch), 10 miles of transportation (12 inch)
	L/H

	Valves-Important
	14
	Treatment plant, and Main Line valves
	H

	Valves-Street
	Numerous
	160 gate valves in distribution system
	L

	Appurtenances (e.g., flush hydrants, backflow preventers, meters)
	300 

8

5
	Fire hydrants

RP devices

4 intake/ 1 treatment outlet
	L

M

L

	Other Vulnerable Points
	NA
	
	NA

	Offices
	
	
	

	Buildings
	1
	Main office
	L

	Computers
	1
	Main office
	L

	Files
	100
	Main office
	L

	Transportation/ Work Vehicles
	4
	Service pickups
	L

	Personnel
	5
	3 operations, 1 supervisor, 1 maintenance
	Depends on who you lose

	Communications
	
	
	

	Telephone
	1
	Office phone
	L

	Cell Phone
	4
	Cell phone
	L

	Radio
	4
	Short-wave Radio
	L

	Computer Control Systems (SCADA)
	1
	One main computer
	L

	Critical Facilities Served
	
	
	

	Hospitals
	1
	General Hospital
	M

	Schools
	3
	2 elementary, 1 high school
	M

	Waste Water Treatment Plants
	0
	
	NA

	Food/Beverage Processing Plants
	0
	
	NA

	Nursing Homes
	1
	Golden Acres
	M

	Prisons/Other Institutions
	0
	
	NA


XYZ Water System Prioritization of Needed Actions 

Once you have completed the “Security Vulnerability Self-Assessment Guide for Small Drinking Water Systems Serving Populations Between 3,300 and 10,000,” review the actions you need to take to improve your system’s security.  Note the questions to which you answered “no” on the worksheet.  You can use it to summarize the areas where your system has vulnerability concerns.  It can also help you prioritize the actions you should take to protect your system from vulnerabilities.  You can rank your priorities in numerical order or based on the categories of high, medium, and low.

Use the following information and the information you have generated by completing this assessment to prioritize and rank the most important security vulnerabilities to your system:

1. Any information from local law enforcement office about the likelihood of a terrorist attack or other threats.

2. The U.S. EPA “Baseline Threat Document” to determine the most likely types of threats to protect against.

3. The primary mission of your system (i.e. serve potable water, sufficient water for fire protection, etc.).

4. Single points of failure (i.e. disabling pump) that severely limit your capability to conduct your primary mission.

5. Critical customers – such as hospitals, power plants, schools or waste water treatment facilities.

6. The vulnerabilities identified by completing this assessment.

	Threat

Name/#
	Needed Action
	Scheduled Completion
	Priority/

Ranking

	3. Power loss at the Treatment Plant
	Get back-up generator
	When funds available
	High

	6. Terrorism – Surface water source
	Increase patrol, install cameras, new gate
	Next budget year
	Medium

	2.  Loss at the Intake station
	Get back-up generator
	When funds available
	High
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