A Joint Collaboration between the National Rural Water Association and the Association of State Drinking Water Administrators
Prevention First  

Simple security precautions and procedures should be a first priority for all size systems.  Conducting a security vulnerability self-assessment and developing and practicing your Emergency Response Plan in cooperation with your local law enforcement and local emergency response entities prior to an incident is essential for a proper response to any emergency.

Discovery or receipt of threat

-    Take any suspicious activity or evidence of vandalism or sabotage seriously.

· Document what you see and take photos and keep notes as you go.

· Contact local law enforcement.

· Notify the regulatory authority (State Drinking Water Primacy Agency).

· Notify other agencies and organizations as appropriate.

· Map customer complaints.

In The Event of An Incident (break-in, damage or threat) 
Local law enforcement should be notified.  Notify the state drinking water primacy agency if there is any question or potential of contamination. 
An initial evaluation must be made by the system owner or operator to make appropriate decisions on any actions that should be taken. The initial evaluation should include a review of:  

· Physical evidence such as containers or material in the intrusion area.

· A quick check for chlorine residuals in all parts of system.

· A visual check of finished water as to turbidity, odor, color, or pH.

· Intrusion or incident location in relation to critical system components

      such as finished water supply.

-     Other items and areas relevant to the system operation and environment.

Consultations in Decision Making 

The system may want to obtain assistance in the evaluation process and obtain input as to the appropriate actions to take. This input is best obtained from those with expertise in law enforcement, and drinking water treatment, distribution, and its impact on public health.   The system should work with the state drinking water primacy agency, the National Rural Water Association and other drinking water professional organizations, as well as emergency response agencies, in the decision making process.  These decisions must be made jointly to ensure public health protection and to avoid adverse affects.  For example, a non-water person may suggest that the system be drained.  This has ramifications in fire protection and could impact the integrity and safety of the water supply.

Technical assistance to assist in the implementation of preventative or remedial measures is available from your state drinking water primacy agency or State Rural Water Association.

Actions to Consider
 

The system must make decisions as to what level of actions must be taken to perform due diligence in protecting the public health and provide a safe quality water supply.  Actions can range from a determination that the incident is a prank with no action needed to implementing additional monitoring as a precautionary measure.  If contamination is indicated, the system may declare an emergency and implement their emergency response plan.  These decisions impact public health and safety and should be made in cooperation with law enforcement and your State Drinking Water Primacy Agency. 

EPA Certification of Completion of an Emergency Response Plan

	Public Water System ID Number:

	System Name:

	City where System is Located:
	State:


	Printed Name of Person Authorized to 

Sign this Certification on Behalf of System:

	Title:

	Address:

	City:
	State:

	ZIP Code:
	FAX:

	Phone:
	Email:


I certify to the Administrator of the U.S. Environmental Protection Agency that this community water system has completed an Emergency Response Plan that complies with Section 1433(b) of the Safe Drinking Water Act as amended by the Public Health Security and Bioterrorism Preparedness and Response Act of 2002 (Public Law 107-188, Title IV – Drinking Water Security and Safety).

I further certify that this document was prepared under my direction or supervision.  I am aware that there are significant penalties for submitting false information (Safe Drinking Water Act (42 U.S.C. 300f et seq.)).

The emergency response plan that this community water system completed incorporates the results of the vulnerability assessment completed for the system and includes “plans, procedures, and identification of equipment that can be implemented or utilized in the event of a terrorist or other international attack” on this community water system.  The emergency response plan also includes “actions, procedures, and identification of equipment which can obviate or significantly lessen the impact of terrorist attacks or other intentional actions on the public health and the safety and supply of drinking water provided to communities and individuals.”

This CWS has coordinated, to the extent possible, with existing Local Emergency Planning Committees established under the Emergency Planning and Community Right-to-Know Act (42 U.S.C. 11001 et seq) when preparing this emergency response plan.

Signed:
  Date:


Primary Contact person that EPA can call if there are questions about this Certification:
	Name:

	Address (if different than that of the 

Authorized Representative):

	City:
	State:

	Phone:
	FAX:

	Email:


Alternate Contact Person:

	Name:

	Address (if different than that of the 

Authorized Representative):

	City:
	State:

	Phone:
	FAX:

	Email:


A “FILL AND PRINT” VERSION OF THIS FORM IS AVAILABLE ONLINE AT:

http://www.epa.gov/safewater/securit/util-inst-app4.pdf
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