A Utility Guide For Security Decision Making

These guidelines are designed to assist utilities in determining the level of secuity concern if a break-in or threat
occurs at the water system and to assist the utility in appropriate decision making and response actions. These
various steps and actions can be adjusted to meet the needs of specific situations and to comply with individual state
requirements. Specific actions should be undertaken in consultation with your State Drinking Water Primacy

ASDWA Agency. Technical assistance is available from your state drinking water primacy agency and state rural water

association for prevention initiatives such as vulnerability assessments, emergency response planning, and security

enhancements.

P Take any suspicious activity or evidence of vandalism or sabotage seriously.
Prevention is the best practice. Conduct a security vulnerability assessment.
S l STEM Develop and practice your Emergency Response Plan.

Establish relationships with local law enforcement and emergency response
entities before an incident occurs.
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— Notify local law enforcement.
Upon discovery of vandalism,
receipt of a threat, or Notify your State Drinking Water Primacy Agency if there is any indication or a

knowledge of a potential potential of contamination.

contamination

e Make decisions in consultation with your State Drinking Water Primacy Agency
vent.

and local law enforcement. Technical Assistance is available from them and
your State Rural Water Association.

v

In consultation with your State ¥ Look at chlorine residuals, visually inspect the damage, or physical evidence,
Drinking Water Primacy determine whether there is a change in turbidity, odor color, or pH.

Agency and local law
enforcement, evaluate and
determine whether the incident
is vandalism or a potential

Establish the incident in relation to critical system components. Evaluate any
customer complaints.

threat and/or possibility of

contamination.
—>
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Vandalism/Prank Possibility of Contamination
Precautionary Options Options
Continue monitoring for 6 Implement Emergency Response Plan.
residuals. Conduct additional é Isolate portion of system or backflush.
testing as recommended by ¢ Issue BOI] order (l.f app rOP.Hate).‘ . .

r State Drinking Water ¢  Issue “Do Not Drink” notification (if appropriate).
you é  Shut down system if obvious or verified contamination warrants.
Primacy Agency. 6 Conduct actions and testing as recommended by State Drinking Water

Primacy Agency and those with water expertise.

= Do not disturb evidence and document what you see. Keep notes and take photos as you go.

= Collect samples for future analysis and store them appropriately.

= Alert other officials as appropriate and keep the public informed (designate one spokesperson).

= Use the expertise in public drinking water supplies and public health in the decision making process.

= Preventative measures are the best practice to prevent such an incident.

= Prior communication with the local law enforcement authorities and local emergency response entities
prevents confusion and defines who has responsibility for what, when an incident occurs.
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